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February 21, 2017 

 

Monica Jackson 
Office of the Executive Secretary 
Consumer Financial Protection Bureau 
1700 G Street NW 
Washington, DC  20552 

Re: Request for Information Regarding Consumer Access to Financial Records 
Docket No. CFPB-2016-0048  

Dear Ms. Jackson,  

I am writing on behalf of the California and Nevada Credit Union Leagues (Leagues), one of the largest 
state trade associations for credit unions in the United States, representing the interests of more than 350 
credit unions and their more than 10 million members/consumers. The Leagues welcome the opportunity 
to provide comments to the Consumer Financial Protection Bureau (Bureau) on their request for 
information (RFI) regarding consumer access to financial records. 

The Leagues recognize the many benefits to credit union members of having electronic access to their 
financial account data in real-time and near-real-time. Many credit unions offer their members with online 
and mobile banking access providing them the ability to monitor their account activity, receive account 
alerts when transactions occur or for low balances, perform transfers to avoid NSF or overdraft fees, and 
receive fraud alerts, to name a few services. 

However, the Bureau’s RFI is not focused on providing consumers with electronic access to their financial 
account data; rather, it is focused on credit unions, banks, and other traditional “consumer financial 
product and service providers” sharing consumers’ financial account data to third parties acting with 
consumer permission. The Bureau refers to this as “consumer permissioned” access. This includes the 
sharing of information to consumer permissioned providers as well as to account aggregators, those 
entities that obtain consumer financial account data from the credit union for the permissioned providers.  

As the Bureau notes in the RFI, the information obtained in response to this RFI may help the industry 
develop best practices, address potential consumer harm, and inform the Bureau in evaluating whether 
any guidance or other action is necessary, including future rulemaking. We agree that further information 
in this area is needed and will be valuable to credit unions and other traditional financial services 
providers in understanding the benefits as well as the significant risks associated with providing access to 
consumers’ financial information with third parties. While this RFI is meant to inform the Bureau and the 
industry, we strongly urge the Bureau to refrain from any rulemaking until all of the risks and benefits are 
fully understood.  

Section 1033 of the Dodd-Frank Act 

In this RFI, the Bureau seems to be taking a very broad interpretation of section 1033 of the Dodd-Frank 
Act and implying the requirement to provide consumers with electronic access to their financial data 
includes a requirement to share that data with permissioned third parties. The relevant subparagraphs of 
section 1033 reads: 

1033(a): In General.—Subject to rules prescribed by the Bureau, a covered person shall make 
available to a consumer, upon request, information in the control or possession of the covered person 
concerning the consumer financial product or service that the consumer obtained from such covered 
person, including information relating to any transaction, series of transactions, or to the account 
including costs, charges and usage data. The information shall be made available in an electronic 
form usable by consumers. 
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1033(d): Standardized Formats for Data.—The Bureau, by rule, shall prescribe standards applicable 
to covered persons to promote the development and use of standardized formats for information, 
including through the use of machine readable files, to be made available to consumers under this 
section. 

The Leagues strongly support the right of consumers to have access to their financial account data and 
that such data be provided in the most convenient, timely, and transparent manners possible. As stated 
earlier in our letter, credit unions offer their members with online and mobile banking access as well as 
account alerts that help their members understand and manage their finances and financial goals. We 
fully support and embrace new technology that allows credit unions to continue to develop new ways in 
which to provide their members/consumers with electronic access to their financial account data in real-
time and near-real-time. 

We do not, however, believe that section 1033 of the Dodd-Frank Act requires or even implies that such 
electronic access be provided to third-parties, permissioned or otherwise. The Bureau’s reliance on 
section 1033 to require financial institutions to provide electronic account access to third-parties goes far 
beyond the intent of Congress.  

Privacy and Security Concerns 

The Bureau’s RFI lists many consumer benefits from specific market uses of consumer financial account 
data that is collected on a consumer-permissioned basis. While we agree there are many benefits, there 
are also significant risks that must be addressed, including the methods of collecting or aggregating the 
data, the use of the data, and how the data is stored and protected.  

Credit unions and other traditional financial service providers are subject to a plethora of privacy and 
security laws, regulations, and guidance. The Gramm-Leach-Bliley Act (GLBA) restricts credit unions from 
sharing certain non-public personal financial information (NPPFI) as well as requires them to safeguard 
and protect the security and confidentiality of their members’ NPPFI. The GLBA is implemented in part by 
the CFPB’s Regulation P, which addresses members’ privacy rights and the sharing of NPPFI with 
nonaffiliated third parties. The GLBA is also implemented in part by the National Credit Union 
Administration’s (NCUA) Security Program regulation, Part 748, which requires credit unions to safeguard 
members’ NPPFI. Further, credit unions may also be subject to state laws regarding consumer privacy 
and security of their NPPFI as well as other guidance, such as guidance from the Federal Financial 
Institutions Examination Council (FFIEC). What legal and regulatory safeguards are required by third-
party account data aggregators?  

In addition to the considerable consumer harm that could occur as a result of unauthorized transactions 
or data breaches associated with a third-party’s use of a consumer’s aggregated financial account data, 
we are also very concerned with the potential liability a credit union could face.  

The Bureau acknowledges in this RFI that the methods to access consumer account data —and to obtain 
consumer permission to do so—are technically complex and actively evolving. To enable access, 
consumers are often prompted to provide their online account credentials, including user name and 
password, and other forms of authentication such as knowledge-based security questions. Imagine the 
consumer harm that could result from a data breach or unauthorized use of this information. 

Should the CFPB undertake a rulemaking in this area—after extensive and meaningful research—we 
strongly urge the Bureau to: (1) require clear, conspicuous and transparent disclosure to consumers on 
the risks associated with providing third-party access to their financial account data,(2) require account 
aggregators be subject to privacy and data security requirements at least as stringent as those required 
for credit unions and other financial institutions subject to GLBA, and (3) ensure liability from unauthorized 
use or data breaches rest solely with the responsible party.  
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Conclusion 

In conclusion, the Leagues remind the Bureau that credit unions are the original consumer financial 
protection advocates. We protect our members’ privacy and the security of their financial information not 
only because we are required by law to do so, but because it is the right thing to do. Will account 
aggregators be driven by the same level of consumer care?  

We believe the Bureau’s reliance on section 1033 of the Dodd-Frank Act to require financial institutions to 
provide electronic account access to third-parties goes far beyond the intent of Congress. Should the 
Bureau pursue a rulemaking, we stress the need for consumer awareness of the risks, privacy and data 
security requirements for account aggregators, and proper assignment of liability for unauthorized use or 
data breaches of the consumers’ financial account data.  

Thank you for the opportunity to comment on this RFI and for considering our views. If you have any 
questions about our comments, please do not hesitate to contact me.  

Sincerely, 

 

 

Diana R. Dykstra 
President and CEO 
California and Nevada Credit Union Leagues 
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