
  
 

 

CA Consumer Privacy Act (CCPA) 
Analysis of Proposed Regulations 

Background 

Original Statute 

On June 28, 2018, Governor Jerry Brown signed into law Assembly Bill 375 (AB 375), which enacted the 
California Consumer Privacy Act of 2018 (CCPA). As a sweeping data privacy law, CCPA gives California 
consumers significant expanded rights as to the collection and use of their personal information. 

The CCPA applies to all industries and to all entities that meet the definition of a “business” under the 
CCPA. Credit unions and Credit Union Service Organizations (CUSOs) that meet the definition of a 
business will be required to comply with its provisions, but only insofar as they collect “personal 
information” that exceeds the scope of “personally identifiable financial information” under the California 
Financial Information Privacy Act (CFIPA) (SB 1; Cal. Fin. Code §4050, et seq.) and the Gramm-Leach-
Bliley Act (GLBA) (federal regulations 12 CFR Part 1016).  

Compliance will involve specified disclosures, responses to consumer requests to know, compliance with 
deletion and opt-out requirements, and enhancement of Web site privacy policies, among other things.  

Additionally, credit unions and CUSOs subject to the CCPA may be liable under the CCPA for a data 
breach with regard to ANY personal information, including information collected under the scope of the 
CFIPA and GLBA. 

Amendments to the Statute 

On October 11, 2019, Governor Gavin Newsom signed six amendments relating to the CCPA. Click here 
to view the PolicyWorks bulletin regarding the CCPA amendments.  

Proposed Regulations 

On the same day the Governor signed the amendments, October 11, 2019, California Attorney General 
Xavier Becerra released proposed regulations governing compliance with the CCPA. Click here for the 
California Credit Union League’s (CCUL) executive summary of the proposed regulations. 

In addition to the summary, the following analysis outlines observations and concerns the CCUL has 
identified with the proposed regulations.  

Effective date 

The CCPA was signed into law June 28, 2018. Its effective date is January 1, 2020. The California 
Attorney General (CAG) issued proposed regulations on October 11, 2019. Given how general the statute 
is and how detailed the proposed regulations are, the CCPA effective date should be extended.  

Covered businesses should have adequate time to understand the requirements of the statute and final 
regulations prior to designing and implementing comprehensive compliance solutions. We recommend 
the CAG and Governor delay the effective date by two years, until January 1, 2022.  

Enforcement 

The CCPA is effective Jan. 1, 2020. The CAG can bring enforcement action six months after publication 
of the final regulations or July 1, 2020, whichever is sooner. That means the CAG could literally adopt 
final regulations on June 30, 2020 and enforce the law and the regulations the next day, on July 1, 2020. 

While that is not likely, it is still a serious concern. Covered businesses should have adequate time to 
understand the requirements of the statute and the final regulations prior to designing and implementing 
comprehensive compliance solutions.  

Due to the complexities of the CCPA, we urge the CAG and the Governor to delay the enforcement until 
six months after publication of the final regulations.  

https://www.policyworksllc.com/compliance-updates.cfm/Article/Compliance-Bulletins/CA-Governor-Signs-CCPA-Amendments-into-Law/2019-11-20/0
https://www.ccul.org/images/uploaded_docs/2019/111919execsummaryccpa.pdf
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Definition of a Business 

The CCPA includes many definitions that are not further clarified or defined in the proposed regulations. 
The definition of a business requires further clarification.  

Thresholds 

Part of the definition of a business is that it satisfies one or more of the following thresholds: 

(A) Has annual gross revenues in excess of twenty-five million dollars ($25,000,000), as adjusted 
pursuant to paragraph (5) of subdivision (a) of Section 1798.185. 

(B) Alone or in combination, annually buys, receives for the business’s commercial purposes, sells, 
or shares for commercial purposes, alone or in combination, the personal information of 50,000 or 
more consumers, households, or devices. 

(C) Derives 50 percent or more of its annual revenues from selling consumers’ personal information. 

The meaning of “receives for the business’s commercial purposes” under threshold (B) is confusing and 
should be clarified.  

The application of threshold (B) to the personal information of 50,000 or more ”consumers, households, 
or devices” is also confusing. A consumer, as defined in the CCPA is a natural person California resident. 
Is the rest of the threshold then related to households and devices of natural person California residents? 

Doing Business in CA 

Another part of the definition of a business is that the entity “does business in the State of California.” 
There is no clear definition under the CCPA or the proposed regulations on what it means to “do 
business” in the State of California. Clarification is needed.  

“Doing business” in a state should mean something more than isolated or incidental transactions. There 
should be a defined standard that contemplates repeated and successive transactions that clearly 
indicates a pattern or practice of doing business with California consumers, and not one-time or 
occasional transactions. 

GLBA and CFIPA Exemptions 

There is confusion regarding the exemption for personal information collected, processed, sold, or 
disclosed pursuant to the federal Gramm-Leach-Bliley Act (GLBA) and its implementing regulations, or 
the California Financial Information Privacy Act (CFIPA).  

The confusion arises because the CCPA uses terms that are inconsistent with the GLBA and CFIPA. The 
CCPA uses the term “personal information” as defined in Calif. Civil Code 1798.145(o). The GLBA and 
CFIPA both use the terms “nonpublic personal information” and define that term to mean “personally 
identifiable financial information.” The CFIPA definitions track the GLBA, so there is no discrepancy there. 
However, the CCPA’s definition of “personal information” is broader than the GLBA/CFIPA’s definition of 
“nonpublic personal information.”  

Because of the inconsistent terms, the exemption provided in Calif. Civil Code 1798.145(e) is unclear. 
The exemption reads:  

(e) This title shall not apply to personal information collected, processed, sold, or disclosed pursuant 
to the federal Gramm-Leach-Bliley Act (Public Law 106-102), and implementing regulations, or the 
California Financial Information Privacy Act (Division 1.4 (commencing with Section 4050) of the 
Financial Code). This subdivision shall not apply to Section 1798.150.  

The GLBA pertains to “personally identifiable financial information” collected in the course of a transaction 
or providing a financial product or service, etc. The CCPA pertains to personal information collected in 
basically any manner, including when there is no transaction.  

The exemption is unclear and can be interpreted in different ways. For example:  

• Does the exemption mean financial institutions have to track whether or not the same category of 
information collected in the same manner from the same source results in a transaction or not in 
order to determine whether or not it is subject to the CCPA’s GLBA exemption? This would mean the 



 

California Credit Union League  Page 3 of 8 
CCPA Proposed Regulations – Analysis  November 2019 

same information collected in the same manner from the same source will be exempt from the CCPA 
as to some individuals but not others. This would be confusing and impractical.  

• Or, can financial institutions conclude that as long as “personal information,” as defined by the CCPA 
and broader than the GLBA and CFIPA, is collected from a consumer in connection with providing a 
financial product or service pursuant to the GLBA, then the personal information is exempted from 
requirements of the CCPA?  

• Or, can financial institutions conclude that only personal information that is in the same category as 
“personally identifiable financial information” under GLBA is covered by the exemption and therefore 
not subject to the CCPA?  

Due to the inconsistent terms and the manner in which the exemption is written in the statute, clarification 
is needed in the regulations.  

Model Notices Would be Helpful 

The CCPA and proposed regulations create several notice requirements, including: notice at or before the 
point of collection, right to opt-out, notice of financial incentives, and updated privacy notices. In addition, 
the proposed regulations require specific responses to requests to know and requests to delete.  

For all required notices, the proposed regulations require the notices be easy to read and understandable 
by the average consumer and provide some standards to achieve that. This direction is subjective and 
does not contemplate a method or metric to assess the readability. In addition, since all businesses need 
to provide the required notices and responses a uniform, model notice would help ensure consumer’s 
understanding of notices, simplify the requirements for businesses, and create an objective review on 
whether a business’ notices meet the required standards.   

Proposed Regulations Exceed Statute Requirements 

Many areas in the proposed regulations exceed the requirements in the CCPA. For example, the 
proposed regulations require more detailed levels of explanation to the consumer, written confirmations 
beyond what the statute indicated, and additional steps not required by the statute.  

While the CAG was given broad statutory authority to establish rules and procedures to implement and 
further the purposes of the CCPA, some of these additional proposed requirements create unnecessary 
burden on businesses and should be reconsidered. The following outlines some of these instances.  

§ 999.305. Notice at Collection of Personal Information 

• The CCPA requires a business that collects a consumer’s personal information to, at or before the 
point of collection, inform consumers as to the categories of personal information to be collected and 
the purposes for which the categories of personal information will be used. 

If a business intends to use a consumer’s personal information for a purpose that was not previously 
disclosed in the notice at collection, the proposed regulations require the business to directly notify 
the consumer of the new use and obtain “explicit consent” from the consumer to use their personal 
information for this new purpose. [999.305(a)(3)] 

This exceeds the statutory requirement and creates a new opt-in. The CCUL recommends replacing 
this requirement with a new notice to the consumer along with a 30-day opportunity to opt-out. Under 
this revised process, personal information of the consumer may not be disclosed for the new purpose 
unless the updated notice is provided, the consumer is given 30 days to opt-out, and the consumer 
does not opt out.  

• If a business collects personal information from a consumer online, the notice at collection may be 
given to the consumer by providing a link to the section of the business’s privacy policy that contains 
the required information. [999.305(c)] 

This is a very specific requirement not included in the statute. Just linking to the privacy policy itself is 
insufficient. It must link to the specific section of the policy. 

• Before a business that does not collect information directly from consumers can sell a consumer’s 
personal information, the proposed regulations require the business do either of the following: 
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1. Provide notice to the consumer that the business sells personal information about the consumer 
and provide the consumer with a notice of right to opt-out; or  

2. Contact the source of the personal information to: 

o Confirm that the source provided a notice at collection; and  

o Obtain signed attestations from the source describing how the source gave the notice at 
collection and including an example of the notice. Businesses must retain attestations for at 
least two years and make them available to the consumer upon request. 

This creates a new specific procedural burden on a business that intends to sell information that it did 
not collect directly from the consumer. [999.305(d)] 

§ 999.306. Notice of Right to Opt-Out of Sale of Personal Information 

• The CCPA requires a business that sells the personal information of a consumer provide the 
consumer with a notice of right to opt-out. The proposed regulations require a business that 
“substantially” interacts with consumers offline to also provide notice to the consumer by an offline 
method that facilitates consumer awareness of their right to opt-out. [999.306(b)(2)] 

This is a new requirement not in the original statute. It requires a printed or posted notice in addition 
to the online “Do Not Sell” button. Additionally, the term “substantially” is vague and creates 
uncertainty in compliance requirements.  

§ 999.307. Notice of Financial Incentive 

• The CCPA provides that businesses may offer financial incentives, including payments to consumers 
as compensation, for the collection of personal information, the sale of personal information, or the 
deletion of personal information. A business may also offer a different price, rate, level, or quality of 
goods or services to the consumer if that price or difference is directly related to the value provided to 
the business by the consumer’s data. A business that offers any financial incentives must notify 
consumers of the financial incentives and obtain the consumer’s opt-in.  

The proposed regulations require the notice of financial incentive include an explanation of why the 
financial incentive or price or service difference is permitted under the CCPA, including: 

a. A good-faith estimate of the value of the consumer’s data; and 

b. A description of the method the business used to calculate the value. 

This requires disclosure of additional information not required in the CCPA. The statute requires the 
incentive be directly related to the value provided to the business and that the business notify the 
consumer of the material terms of the incentive program. The statute does not require businesses to 
disclose how they calculate the value. [999.307(b)(5)] 

§ 999.308. Privacy Policy 

• The CCPA requires businesses to disclose certain information in its online privacy policy, in any 
California-specific description of consumers’ privacy rights, or if the business does not maintain those 
policies, on its Internet Web site.  

The proposed regulations require additional information in the privacy policy that is not required by 
the statute, including: 

Right to Know [999.308(b)(1)] 

a. Describe the process the business will use to verify the consumer request, including any 
information the consumer must provide.  

Describing the process the business will use to verify the consumer’s request adds an additional 
burden, possibly discloses proprietary information, and adds little value to the consumer.  

b. For each category of personal information collected, provide the categories of sources from which 
that information was collected, the business or commercial purpose(s) for which the information 
was collected, and the categories of third parties with whom the business shares personal 
information. 
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This expands the policy beyond what is contemplated in the statute by requiring the information 
“for each category of personal information.” This would require more complex, detailed 
disclosures that will likely not be clear or helpful to consumers. 

Right to Request Delete [999.308(b)(2)] 

c. Describe the process the business will use to verify the consumer request, including any 
information the consumer must provide.  

Same comment as above.  

Right to Opt-Out [999.308(b)(3)] 

d. Include the contents of the notice of right to opt-out or a link to it. 

The statute does not require the privacy policy include the opt-out notice.  

Authorized Agent  [999.308(b)(5)] 

e. Explain how a consumer can designate an authorized agent to make a request under the CCPA 
on the consumer’s behalf. 

This is not required by the statute.  

§ 999.312. Methods for Submitting Requests to Know and Requests to Delete 

• The CCPA, as amended by Assembly Bill 1564, requires: 

a. A business must make available to consumers two or more designated methods for submitting 
requests for information required to be disclosed, including, at a minimum, a toll-free telephone 
number; except 

b. If a business operates exclusively online and has a direct relationship with a consumer from 
whom it collects personal information, it is only required to provide an email address for 
submitting requests for information required to be disclosed. 

c. In addition, if a business maintains a website, the business must provide the consumer with a 
submission request method via the website.   

The proposed regulations require two or more designated methods for submitting requests to know, 
including, at a minimum, a toll-free telephone number. [999.312(a)] 

This needs to be revised to reflect AB 1564 amendments. In addition, we are concerned with the toll-
free telephone number requirement for small businesses. 

• The proposed regulations require businesses to use a two-step process for online requests to delete 
where the consumer must first, clearly submit the request to delete and then second, separately 
confirm that they want their personal information deleted. [999.312(d)] 

This requirement is not in the statute and may not be practicable in execution. It is unclear what 
happens if the request to delete is not confirmed by the consumer. If not confirmed by the consumer 
in the second step, is the request to delete automatically invalidated? 

• The proposed regulations state if a consumer submits a request in a manner that is not one of the 
designated methods of submission, or is deficient in some manner unrelated to the verification 
process, the business shall either: (1) Treat the request as if it had been submitted in accordance with 
the business’s designated manner, or (2) Provide the consumer with specific directions on how to 
submit the request or remedy any deficiencies with the request, if applicable. [999.312(7)] 

This imposes a new response requirement for deficient requests that is not included in the statute.  

§ 999.313. Responding to Requests to Know and Requests to Delete 

• Upon receiving a request to know or a request to delete, the proposed regulations require a business 
confirm receipt of the request within 10 days and provide information about how the business will 
process the request. The information provided shall describe the business’s verification process and 
when the consumer should expect a response, except in instances where the business has already 
granted or denied the request. [999.313(a)] 
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This adds a second “preliminary” response requirement in addition to that required in the statute. In 
addition, we are concerned with the requirement to describe how the business will process the 
request.  

• The CCPA allows that the time period for a business to respond to any verified consumer request 
may be extended by up to 90 additional days where necessary, taking into account the complexity 
and number of the requests. [Calif. Civil Code 1798.145(g)(1)] 

The proposed regulations require businesses to respond to requests to know and requests to delete 
within 45 days. The 45-day period begins on the day the business receives the request, regardless of 
time required to verify the request. The proposed regulations permit an additional 45 days to respond, 
for a maximum of 90 days. [999.313(b)] 

Given that the statute contemplates complex and/or high volume of requests, and the 45-day period 
begins before the requests are verified, we are concerned that the regulations allow less time than 
permitted by the statute. The regulations should allow the 90-day extension permitted by statute.  

• The proposed regulations state a business shall not provide a consumer with specific pieces of 
personal information if the disclosure creates a substantial, articulable, and unreasonable risk to the 
security of that personal information, the consumer’s account with the business, or the security of the 
business’s systems or networks. [999.313(c)(3)] 

While this new exception is welcome, we are concerned that it is subjective and creates liability risk if 
a consumer claims a business “should have known” of the disclosure risks. A better approach may be 
to make the exception permissive rather than restrictive, e.g., “…a business may refuse to provide a 
consumer with specific pieces of personal information if the business has a good faith, reasonable 
basis to believe the disclosure creates…” A business should not be liable for acting in good faith.  

• The proposed regulations provides that if a business denies a consumer’s verified request to know 
specific pieces of personal information, in whole or in part, because of a conflict with federal or state 
law, or an exception to the CCPA (e.g., GLBA), the business shall inform the requestor and explain 
the basis for the denial. If the request is denied only in part, the business shall disclose the other 
information sought by the consumer. [999.313(c)(5)] 

This is a new response requirement that will pertain to covered credit unions. Even if certain personal 
information is not subject to the CCPA, a credit union would be required to respond and cite the 
exception and the legal authority. While it may be reasonable to tell a consumer why the business is 
not providing the information, it creates additional burden for credit unions. This is another example 
where a model notice would be helpful.  

• The CCPA provides that a consumer has the right to request and a business shall disclose: the 
categories of personal information it has collected about that consumer; the categories of sources 
from which the personal information was collected; the business or commercial purpose for collecting 
the personal information; the categories of third parties with whom the business shares personal 
information; and the specific pieces of personal information it has collected about that consumer.  

The proposed regulations require a business responding to a verified request to know categories of 
personal information provide the above information for each identified category of personal 
information. [999.313(c)(10)] 

This takes the response further than what is contemplated by the original statute by requiring the 
information “for each category of personal information.” This would require a more complex and 
detailed disclosure that will likely not be clear or helpful to consumers.  

• For requests to delete, the proposed regulations require that if a business cannot verify the identity of 
the requestor, the business may deny the request to delete. The business shall inform the requestor 
that their identity cannot be verified and shall instead treat the request as a request to opt-out of sale. 
[999.313(d)(1)] 

This is a new requirement not included in the statute and creates another opt-out scheme. 

• In cases where a business denies a consumer’s request to delete, the proposed regulations require 
the business do all of the following: 

a. Inform the consumer that it will not comply with the consumer’s request and describe the basis for 
the denial, including any statutory and regulatory exception therefor; 
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b. Delete the consumer’s personal information that is not subject to the exception; and 

c. Not use the consumer’s personal information retained for any other purpose than provided for by 
that exception.  [999.313(d)(6)] 

Subparagraph (a): This adds a specific response requirement not included in the statute. Further, 
there may be multiple statutory and regulatory exceptions that apply (e.g., GLBA, Bank Secrecy Act, 
USA Patriot Act, Home Mortgage Disclosure Act, etc.). One might interpret this section to prohibit 
further use of the information except for the stated exception provided to the consumer. This 
subparagraph should be amended to include an example of one or more statutory or regulatory 
exceptions.  

Subparagraph (c): If a business lawfully has the consumer’s personal information under one or more 
statutory or regulatory exceptions, then the business should be able to use the personal information. 
This subparagraph should be deleted or amended to not permit the sale of the personal information 
except as provided for under any exceptions.  

§ 999.314. Service Providers 

• The proposed regulations provide that if a service provider receives a request to know or a request to 
delete from a consumer regarding personal information that the service provider collects, maintains, 
or sells on behalf of the business it services, and does not comply with the request, it shall notify the 
consumer and explain the basis for the denial. The service provider shall also inform the consumer 
that it should submit the request directly to the business on whose behalf the service provider 
processes the information and, when feasible, provide the consumer with contact information for that 
business. [999.314(d)] 

While the original statute states that a service provider is not required to comply with a consumer’s 
request to know/delete, the regulations now require the service provider respond to a consumer 
request by explaining why it is denying the request and then redirecting the consumer back to the 
business. Credit unions should be aware of this provision and consider adding it to service provider 
contracts. 

§ 999.315. Requests to Opt-Out 

• The proposed regulations provide that if a business collects personal information from consumers 
online, the business shall treat user-enabled privacy controls, such as a browser plugin or privacy 
setting or other mechanism, that communicate or signal the consumer’s choice to opt-out of the sale 
of their personal information as a valid request submitted for that browser or device, or, if known, for 
the consumer. [999.315(c)] 

This exceeds the original statute and may create significant compliance and technological challenges.  

• The proposed regulations require a business to act upon a request to opt-out as soon as feasibly 
possible, but no later than 15 days from the date the business receives the request. [999.315(e)] 

This adds a response timing obligation not specified in the original statute. 

• In complying with a request to opt-out, the proposed regulations require a business notify all third 
parties to whom it has sold the personal information of the consumer within 90 days prior to the 
business’s receipt of the consumer’s request that the consumer has exercised their right to opt-out 
and instruct them not to further sell the information. The business shall notify the consumer when this 
has been completed. [999.315(f)] 

This adds new notification requirements not specified in the statute. In addition, like the service 
provider requirements, credit unions should be aware of this provision and consider adding it to third-
party contracts. 

§ 999.316. Requests to Opt-In After Opting Out of the Sale of Personal Information 

• The proposed regulations require that an opt-in to the sale of personal information use a two-step opt-
in process whereby the consumer shall first, clearly request to opt-in and then second, separately 
confirm their choice to opt-in. [999.316(a)] 
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This requirement is not in the statute and may not be practicable in execution. It is unclear what 
happens if the opt-in is not confirmed by the consumer. If not confirmed by the consumer in the 
second step, is the opt-in request automatically invalidated? 

§ 999.324. Verification for Password-Protected Accounts 

• If a business maintains a password-protected account with the consumer, the business may verify the 
consumer’s identity through the business’s existing authentication practices for the consumer’s 
account.  

The proposed regulations provide that if a business suspects fraudulent or malicious activity on or 
from the password-protected account, the business shall not comply with a consumer’s request to 
know or request to delete until further verification procedures determine that the consumer request is 
authentic and the consumer making the request is the person about whom the business has collected 
information. [999.324(b)] 

This requires a business to take a secondary step if fraud is suspected. Credit unions should be 
aware of this provision and that use of a password-protected account alone is not an automatic safe 
harbor for verification. 

Comment Deadline 

• December 6, 2019 at 5 p.m. PT 

Resources 

• Notice of Propose Rulemaking 

• Proposed Text of Regulations 

• Initial Statement of Reasons 

• California Consumer Privacy Act of 2018; Calif. Civil Code 1798.100-1798.199 

• CCUL Executive Summary of Proposed Regulations 

• PolicyWorks Bulletin – Amendments to the CCPA 
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https://www.ccul.org/images/uploaded_docs/2019/111919execsummaryccpa.pdf
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